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Abstract

A practical comparison between algebraic and
statistical attacks on the lightweight cipher SIMON

Astrid Berghult

In the summer of 2013 NSA released a new family of lightweight block ciphers called
SIMON. However they did not publish any assessment of the security of SIMON.
Since then only a few papers on this topic have been released and none of them have
included an algebraic analysis. Moreover only one paper described a practical
implementation of the attack. 

This master thesis aims to implement a practical attack, both algebraic and differential,
on SIMON. In doing so we are able to make a comparison between the two different
attack methods. The algebraic attack was executed with SAT-solver CryptoMiniSat2
and could break 7 rounds. The differential attack was implemented in three steps.
First we created a difference distribution table (DDT) and then we identified a
differential by a search algorithm for the DDT. In the last step we designed a key
recovery attack to recover the last round key. 

The attack could break 13 rounds for a 9 round differential. With a simple expansion
on the key recovery attack it has the potential to break even more rounds for the
same 9 round differential. This indicate that algebraic cryptanalysis might not be such
a strong tool since it could only break 7 rounds. Furthermore, if a generic algebraic
attack does not work on SIMON it has little or no chance of being successful on a
more complex cipher. In other words this algebraic attack may serve as a benchmark
for the efficiency of generic algebraic attacks.
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Populärvetenskaplig sammanfattning

Vad är kryptering? Hur används kryptering? Varför använder man krypter-
ing? De flesta av oss har hört ordet kryptering i n̊agot sammanhang. Kanske
har man läst om Enigma en tysk krypteringsmaskin som användes för att
kryptera och dekryptera kodade meddelanden under andra världskriget.
Men vi kan g̊a tillbaka ännu längre i tiden, till antikens Grekland; den
grekiska historikern Herodotus berättar om hur man tatuerade in medde-
landen p̊a skalpen av en slav för att sedan l̊ata h̊aret växa ut. P̊a s̊a vis
kunde man dölja meddelandet fr̊an utomst̊aende nyfikna ögon. En annan
känd form av kryptering är Caesarchiffret, vilket är ett av de första sub-
stitutionschiffer där varje bokstav i ett meddelande ersätts med en bokstav
längre fram i alfabetet. Julius Caesar använde ett skift p̊a tre steg för att
kommunicera med sina generaler. Exempelvis blir textraden ”Et tu, Brute?”
”Hw wx, Euxwh?” med ett tre stegs Ceasarchiffer.
Men kryptering har utvecklats sedan dess och i dag är det mer än bara
ett sätt att säkra olika kommunikationskanaler. Omr̊adet kryptering har
utökats till att även inkludera tekniker för bl.a. integritetskontroll av med-
delanden, autentisering och digitala signaturer.

I boken Practical cryptography [13] m̊alar Ferguson och Schneier upp en bra
bild av vad kryptering är. Kryptering är bara en del av ett säkerhetssystem,
det garanterar inte säkerhet i sig självt. Det är den del som ger tillg̊ang
till vissa medlemmar och förnekar den till andra. Ungefär som ett l̊as till
en dörr, där hela dörren illustrerar säkerhetssystemet. Dörren i sig nekar
åtkomst till alla, men om personen i fr̊aga har nyckeln till l̊aset kan han eller
hon g̊a igenom. Om dörren är för svag och kan brytas upp gör l̊aset i sig
lite nytta för att h̊alla förövaren i schack.

Blockchiffer är ett chiffer där en text av en bestämd längd (vanligtvis 64
bitar) krypteras med hjälp av en nyckel. Krypteringen sker stegvis, där ett
steg kallas en runda. Att knäcka ett chiffer innebär att man tillförskansar sig
kunskap om klartexten eller nyckeln till den krypterade klartexten. Statis-
tiska attacker s̊asom linjär och differentiell kryptoanalys har visat sig vara
de mest effektiva attackerna p̊a de flesta blockchiffer. Algebraiska attacker
är en annan typ av kryptoanalys där man formulerar chiffret som ett sys-
tem av algebraiska ekvationer som du sedan löser med en lämplig metod.
Statistiska attacker är ofta mer effektiva än algebraiska attacker och det är
ofta sv̊art att bedöma den algebraiska attackens komplexitet. Det betyder
inte att algebraiska attacker inte är av intresse. En av fördelarna med al-
gebraiska attacker är att de i allmänhet kräver en mycket mindre mängd
känd data än de statistiska attackerna. Det kan vara sv̊art att jämföra
de tv̊a olika metoderna eftersom de mest kända statistiska attackerna ofta
är opraktiska och bygger p̊a antaganden (t.ex. oberoende stokastiska vari-
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abler) som inte är sanna. Men ett sätt att göra en s̊adan jämförelse är att
genomföra b̊ade ett statistiskt och algebraiskt angrepp, i praktiken, p̊a ett
blockchiffer. Till exempel att man försöker återskapa nyckeln för ett rund-
reducerat blockchiffer. Det är d̊a möjligt att jämföra antalet rundor som
de tv̊a olika metoderna kan knäcka, förutsatt att de b̊ada kryptoanalyserna
sker med samma begränsningar vad gäller beräkningstid och datorns minne
etc.

Ubiquitous computing eller sakernas Internet är ett växande omr̊adet, där
kommunikation med vardagsförem̊al har möjliggjorts genom att förse dem
med mikroprocessorer. Detta har väckt vissa fr̊agor ang̊aende säkerheten hos
de anslutna enheterna. Till exempel bör det inte vara möjligt att hacka sig in
p̊a n̊agons pacemaker. Vanligen används säkerhetsprotokoll med blockchif-
fer s̊asom AES, problemet är att dessa protokoll är avsedda för datorer vilka
inte har samma begränsningar som de anslutna enheterna. Exempel p̊a
begränsningar kan vara strömförsörjningen samt storleken p̊a processorn.
Till följd av detta har ett nytt omr̊ade av kryptografi uppst̊att; utvecklingen
av lättviktskrypton. Under sommaren 2013 publiserade National Security
Agency (NSA) ett lättviktskrypto SIMON vars syfte är att prestera bra b̊ade
i h̊ard- och mjukvara.

I detta examensarbete presenteras en praktisk jämförelse mellan tv̊a metoder
för kryptoanalys (algebraisk och differentiell) p̊a det nya lättviktskryptot
SIMON. Analysen är uppdelad i tv̊a delar. Den första är en algebraisk
attack som återvinner alla rundnycklar för en rund-reducerad version av
SIMON. Målet är att knäcka s̊a m̊anga rundor som möjligt inom en viss
tidsbegränsning. Den andra delen är en differentiell attack där delar av ny-
ckeln till den sista rundan återskapas.
Det finns även ett annat syfte med att genomföra en algebrasik kryptoanalys
p̊a SIMON. Om det visar sig att attacken fungerar d̊aligt kan det ses som en
m̊attstock för prestationen hos en algebrasik attack. För att förtydliga, SI-
MON är av mycket l̊ag komplexitet i jämförelse med andra blockchiffer och
det är därför ganska enkelt att utforma ett algebraiskt angrepp p̊a SIMON.
Det betyder att om en algebraiska attack inte fungerar p̊a SIMON har den
liten eller ingen chans att lyckas p̊a ett mer komplext blockchiffer.
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1 INTRODUCTION

1 Introduction

In the book Practical cryptography [13], Ferguson and Schneier paint a
very good picture of what cryptography is. Cryptography is only a part of
a security system, it does not provide the security by itself. It is the part
that grants certain members access and denies it to others. Much like a
lock to a door, where the whole door illustrates the security system. The
door itself denies access to everyone, however if the person in question has
a key the lock allows that person to go through. If the door is weak and
can be forced the lock by itself does little use to keep perpetrators at bay.
Cryptography is now a days not only used to encrypt messages but also to
cover authentication, digital signatures and other security functions.

Pervasive computing or ubiquitous computing is the growing field of en-
abling everyday objects to communicate information by embedding micro-
processors in them. This has raised certain questions such as the security of
the connected devices. For example, it should not be possible to hack into
someones pacemaker. Commonly used ciphers such as AES are designed
for computers which does not have the same restrictions as the connected
devices. These restrictions may be the power supply as well as the size of
the processor. As a consequence a new field of cryptography has emerged;
the development of lightweight ciphers.

Statistical attacks such as linear and differential cryptanalysis have proven
to be the most efficient attacks on most block ciphers. Algebraic attacks
are a different kind of cryptanalysis where you formulate the cipher as a
system of algebraic equations which you then solve with a suitable method.
Statistical attacks are often more efficient than algebraic attacks and it is
often hard to assess the complexity of algebraic attacks. Nonetheless alge-
braic attacks are still of interest, one of the reasons being that they generally
require far less known data than the statistical attacks. It might be hard
to compare the two different approaches since the best known statistical
attacks are often impractical and built on assumptions (e.g independence
of stochastic variables) which are not true. One way of doing such a com-
parison is to implement a practical statistical and algebraic attack, e.g. a
key recovery-attack for a round reduced version of a specific block cipher.
It is then possible to compare the number of rounds that the two different
methods can break using the same restrictions regarding time and memory
complexity etc.

1.1 Purpose

The purpose of this master thesis is to make a practical comparison between
two cryptanalyzing techniques on the new lightweight block cipher SIMON.

1



2 BLOCK CIPHERS 1.2 Structure of the master thesis

The analysis is divided into two parts. The first is an algebraic attack which
recovers all round keys for a round reduced version of SIMON with a 32
bit block size. It aims to take as many rounds as possible within a time
restriction. The second part is a differential attack where parts of the last
round key is recovered for a round reduced version of SIMON with a 32 bit
block size.

There has been few published cryptanalysis of SIMON, none of which have
been an algebraic attack. Even though algebraic attacks do not threaten
the full version of SIMON they still serve a purpose since if the attack works
poorly it can be seen as a general benchmark. To elaborate, SIMON is of
very low complexity in comparison to other ciphers and it is therefor fairly
easy to design an algebraic attack on it. If a generic algebraic attack does
not work on SIMON it has little or no chance of being successful on a more
complex cipher and hence this attack may serve as a benchmark for the
efficiency of generic algebraic attacks.

1.2 Structure of the master thesis

Sections 2-6 present different theoretical background about block ciphers,
SIMON as well as algebraic and differential cryptanalysis. In Section 7
previous work is presented which is the foundation of the cryptanalysis that
follows in Sections 8-9. The last sections are a short discussion, suggestions
of future work and some conclusions.

2 Block ciphers

A block cipher encrypts a plaintext (p) of fixed size which generates a cipher-
text (c) of exactly the same size. This fixed size is known as the blocksize, a
common block size is 128 bits (16 bytes) long. A block cipher is reversible,
i.e. there exists a decryption function which takes in the ciphertext (e.g.
128-bit) and generates the original plaintext ( e.g. 128-bit). Both the en-
cryption and decryption function uses a secret key (K), which is of a specific
size. Common key sizes are 128 and 256 bits. The encryption function is
defined as

c = EK(p) (1)

where E symbolizes the encryption function. Since the block cipher is re-
versible each ciphertext is uniquely mapped into a plaintext, hence there
only exists one plaintext per ciphertext and fixed key. The decryption func-
tion is defined in the same manner,

p = DK(c) (2)

2



2 BLOCK CIPHERS 2.1 Ideal block cipher

where D symbolizes the decryption function. These functions that describe
the block cipher could also be seen as huge lookup tables. For each fixed
key there exists a table which maps a plaintext to a ciphertext, where each
ciphertext appears exactly once. Would there be duplicates, the cipher
would not be reversible. In other words, the table is a list of all possible
elements, 2128 in total if the block size is 128, where the order of them has
been rearranged. The desired property of a block cipher is to make the
permutations seem random even though it is doing the permutations in a
structured way.

2.1 Ideal block cipher

A block cipher is described above as a family of huge lookup tables of size
2128 for a block size of 128 bits. For an ideal block cipher there exists a
lookup table for each key value, where each table is chosen randomly from
a set of all possible permutations. In other words the encryption function
EK for an ideal block cipher is a random chosen permutation for each key
value K.

2.2 Definition of block cipher security

It is quite tricky to define security of a block cipher other than stating that
there should not exist any attacks. In practice, confidence in the security
of a block cipher relies on experience from similar constructed functions,
theoretical studies and published attacks. However we will introduce some
definitions and concepts to clarify the meaning of security a bit.

Definition: Perfect secrecy
”A cryptosystem has perfect security if Pr[x|y] = Pr[x] for all x ∈ P,
y ∈ C. That is, the a posteriori probability that the plaintext is x, given that
the ciphertext y is observed, is identical to the a priori probability that the
plaintext is x.” This definition is taken from pg 50 in Cryptography Theory
and Practice by Stinson [29]. Where P is a finite set of possible plaintexts
and C is a finite set of possible ciphertexts.

The ideal block cipher, a collection of random permutations, is impossible
in practice. Instead we want the block cipher to consist of pseudo random
permutations (PRP). When under attack (see Section 2.3 for different at-
tacks) a pseudo random permutation should not be efficiently distinguishable
from a random permutation. Conceptually, an attacker is asked to point out
whether an encrypted message c, that he/she receive from an oracle, has
been encrypted with either a random or a pseudo random permutation (see
Figure 1). The oracle is preset to either always use the random permutation

3



2 BLOCK CIPHERS 2.3 Attacks

Π() or the pseudo random permutation EK(). But the attacker does not
know which set up the oracle is using. If the attacker has not been able to
distinguish if the oracle uses Π() or EK() after q queries (a query is a sent
messages p) the block cipher is said to be secure and PRP.

 

c = Ek(p)

If b = 0

If b = 1

Answer

b = 0 or b = 1

                          p

            c 

  c =  

Figure 1: An attacker send in a number of plaintexts p into an oracle. The
oracle choose to permute the texts through a random permutation Π or
through a PRP (EK) if the variable b is set to 0 or 1 respectively. The
variable b is set randomly before the attack. If the attacker cannot tell if b
= 0 or 1, i.e. distinguish between EK and Π, then EK is PRP.

The most primitive attack is an exhaustive search attack. For example an
exhaustive key search where the correct key is found by searching trough the
whole key space, e.g. 2|K|. This exhaustive search attack is always possible,
but in practice the time required to go trough an exhaustive search may be
too long. This is one of the reasons why key length is important, Table 1 list
different security levels that are reached for different key spaces according
to a report from ECRYPT II, 2012 [12]. A key recovery attack is essentially
an algorithm that recovers the key more effectively than an exhaustive key
search.

2.3 Attacks

Almost all block ciphers are structured as a sequence of several rounds.
A round could itself be seen as a block cipher, which is very weak. This
makes the block cipher easy to design and implement. Cryptanalysis on
block ciphers often starts with an attack on a version of the block cipher

4



2 BLOCK CIPHERS 2.4 Known block ciphers

Security Protection

232 Attacks in “real-time” by individuals
264 Very short-term protection against small organizations
280 Long-term protection against small organizations
2128 Long-term protection ≈ 30 years
2256 “Foreseeable future”

Table 1: Left hand side shows the security level, i.e. the size of the key
space and the right hand side describe the protection it gives.

where the number of rounds have been reduced, a round reduced version.
By improving the attack more rounds can be added. The more rounds an
attack breaks, the more successful it is. There are different levels of prereq-
uisite information which the attacker needs for an attack. This thesis will
not describe all known attacks nor will it go into details for the ones that
are described.

A Ciphertext-only attack is an attack which tries to recover plaintexts, where
the only known information is the corresponding ciphertexts. Another type
of attack is when one which requires both the plaintext and the ciphertext,
a known plaintext attack where the goal is to recover the key. It is quite
realistic for an attacker to get a hold of the plaintext. For example, if the
sender sends the same message to many people or a predictable messages
such as the auto reply ”Away on holiday”. A third type of attack which is
the chosen plaintext attack, where the attacker chooses the plaintext to be
encrypted. More details and other attacks can be found in literature such
as [13] and [29].

2.4 Known block ciphers

The two best known block ciphers are Data Encryption Standard (DES) [24]
and Advanced Encryption Standard (AES) [25] which have been selected as
standards by the U.S. government. DES is the predecessor to AES and is no
longer suitable to use due to its restricted key size of 56 bits together with
the processor capacity of today’s computers. However a version of DES is
still in use in the form of 3DES, which is a block cipher built from three
DES encryptions. Before going any further into detail some definitions are
introduced.

2.4.1 Common block ciphers and their components

One branch of block ciphers is Feistelciphers which are iterations of a num-
ber of simple rounds. The input of a round is divided into two halves, a left
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2 BLOCK CIPHERS 2.4 Known block ciphers

Li−1 and a right Ri−1 one. The output Li and Ri are defined as

Ri = Li−1 (3)

and

Li = Ri−1 ⊕ f(Li−1,Ki) (4)

where Ki is the round key and f is the round function, see Figure 2. This
construction means that the decryption requires the same operators as the
encryption. Also, if the implementation leaves out the last swap of L and
R, encryption and decryption is exactly the same except the order of the
round keys Ki.

Figure 2: Schematics for one round of a Feistel cipher with input halves
Li−1 and Ri−1, round key Ki and output halves Li and Ri.

S−boxes are a very common component of block ciphers where S stands
for substitution. As the name implies it map n-bit inputs into m-bit outputs.
It is often implemented in the form of a look-up table in software. One of
its purposes is to give the cipher a nonlinear property.

2.4.2 DES

DES is an example of a Feistel cipher consisting of 16 rounds, a 64-bit input
that is split into one left L and one right R part and 16 round keys K
of 48 bits each. A round of DES is illustrated in Figure 3, where R is first
expanded from 32 bits to 48 bits so that it later can be XORed together with
the round key. This ensures that the key and data is mixed together. In the

6



3 LIGHTWEIGHT BLOCK CIPHERS

next step the data goes through a number of S-boxes which are nonlinear.
Lastly after the data has been compressed to the original size 32 bits and
shuffled around, the left half is XORed to the data which then becomes new
right part and the original right half becomes the new left part.

Figure 3: One round of Feistel cipher DES.

2.4.3 AES

AES is the current U.S. government standard and is a substitution-permutation
network (S/P-network). It takes in a plaintext of 16 bytes (128 bits) com-
pared to DES 64 bits and consist of 10-14 rounds depending on the key size.
The first step is to XOR the plaintext with a round key, after which it is
put through S-boxes that maps a 8 bit input to a 8-bit output. The last two
steps are to rearrange or shuffle the bytes and then to mix them in groups
of four with a linear mixing function.

3 Lightweight block ciphers

Creating communication with everyday objects by embedding microproces-
sors in them, i.e. pervasive computing, has started to expand. This com-
munication needs to be secure which is partly ensured by encrypting the
messages/communication channel. Most cryptographic algorithms were de-
signed for desktop computers which do not have the same constraints as
microprocessors. This has opened up a new field of lightweight cryptog-
raphy [5]. Some of these lightweight crypto designs are the block ciphers
based on Feistel networks : L-Block [20], SIMON [5], SPECK [5] and the
block ciphers based on Substitution-Permutation Networks : KATAN [11],

7



4 SIMON

LED [22], PRESENT [9]. These ciphers have small S-boxes or non at all as
to reduce memory usage. In lightweight cryptography there is a trade-off
between using small computing power and security. To better understand
the constraints that dictate the design of these lightweight ciphers we define
terms such as weight. In the context of cryptography, weight can be mea-
sured both in software and hardware.

Software weight measures the time and memory complexity. Time com-
plexity is in turn given by the speed and latency. Speed measures how many
clock cycles are necessary to treat one byte of data, whereas latency is the
time between the input of a byte (or block) and the corresponding output
of the byte (or block). Memory complexity is the amount of RAM needed
for the computation as well as the space required to store the algorithm [7].

Hardware weight measures the memory complexity as the number of log-
ical gates that are needed to implement the algorithm, this is measured in
the unit Gate Equivalence (GE) which corresponds to one NAND gate. By
measuring a throughput in bits per second at a given computation frequency
one gets the amount of data processed in one second, which in turn indicates
the time efficiency [7].

Besides software and hardware weight one has to consider power consump-
tion of the devices where the lightweight cipher is implemented since the
power transmission to the device is limited or the device runs on battery
[7].

4 SIMON

SIMON is a lightweight block cipher designed by the National Security
Agency (NSA). It was published in the summer of 2013 [5] together with
another lightweight block cipher called SPECK. Both SIMON and SPECK
are designed to be flexible (that is, they work for both software and hard-
ware) and have high performance in a variety of devices. However SPECK
is better suited for software while SIMON performs better in hardware. To
be as flexible as possible the designers have provided ten algorithms for each
block cipher in a combination of different block sizes and key sizes (five and
ten in total respectively), see Table 2.

4.1 Round function

SIMON belongs to the family of Feistel block ciphers. Encryption and de-
cryption is based on two bitwise operations XOR and AND as well as left
circular shift ≪ j (shift by j bits). For each round (ri), the Feistel scheme

8



4 SIMON 4.1 Round function

Block size Key words Key size Rounds Index to z
2n m mn T j

32 4 64 32 0

48 3 72 36 0

48 4 96 36 1

64 3 96 42 2

64 4 128 44 3

96 2 92 52 2

96 3 144 54 3

128 2 128 68 2

128 3 192 69 3

128 4 256 72 4

Table 2: Parameters of SIMON [5].

operates on two n-bit halves, one right (Ri−1 and one left half Li−1, making
the total round block size 2n bits. The left half goes through a non-linear,
non-bijective function on each round,

f(Li−1) = (Li−1 ≪ 1) & (Li−1 ≪ 8)⊕ (Li−1 ≪ 2), (5)

where ≪ j marks a circular shift to the left, & marks an AND operation
and ⊕ marks a XOR operation. f(Li−1) is then added with the right half
Ri−1 and the round key Ki

Li = f(Li−1)⊕Ri−1 ⊕Ki (6)

to create the new left half Li and the new right half Ri is defined as

Ri = Li−1. (7)

This is illustrated in Figure 4, [5, 4].

9



4 SIMON 4.1 Round function

Figure 4: Round function of the Simon block cipher.

Example
The following example illustrates how the Feistel function in SIMON works
for a 32-bit version with input (0001||1000) and with the round key 0100.
|| means that 0001 is concatenated with 1000. First the left half of the
input (e.g. 0001) is circularly shifted to the left by three different operators
≪ 1, 2, 8, giving rise to three new 16-bit words, see equation 8 - 10 and
Figure 4.

0001 ≪ 1 = 0002. (8)

0001 ≪ 2 = 0004. (9)

0001 ≪ 8 = 0100. (10)

Then the words circularly shifted to the left 1 and 8 steps are bitwise mul-
tiplied with an AND operator, given by

0002 & 0100 = 0000. (11)

After which the result from 11 is added with the right input 1000 and the
round key 0100 by using the XOR operator,

0000⊕ 1000⊕ 0004 = 1004. (12)

Lastly, the original left input 0001 becomes the right input for the next round
and the result from equation 12 becomes the left input, i.e. (1004||0001) (see
Figure 4).

10



4 SIMON 4.2 Key schedule

4.2 Key schedule

The master key is mn bits long, left as it is it would only last for m rounds.
In order to get T round keys, one for each round (see Table 2), the mas-
ter key needs to be expanded. The key expansion in similarity to the round
function, uses an operation scheme of XOR and circular shifts, however here
the shift is to the right, i.e. ≫ j. All rounds of SIMON are the same except
the round key. To avoid slide properties and circular shift symmetries a
sequence of one bit round constants zj are added to the key schedule,

z = [11111010001001010110000111001101111101000100101011000011100110,
10001110111110010011000010110101000111011111001001100001011010,
10101111011100000011010010011000101000010001111110010110110011,
11011011101011000110010111100000010010001010011100110100001111,
11010001111001101011011000100000010111000011001010010011101111].

A constant c is added together with zj , c equals (2n − 4) = 0xff · · · fc,
i.e. a string of n − 2 ones and two zeros on the least significant two bits.
Depending on the number of master key words m = 2, 3, 4 the round key
schedule becomes

ki+m =


c⊕ (zj)i ⊕ ki(I ⊕ (≫ 1))(≫ 3)ki+1 if m = 2,

c⊕ (zj)i ⊕ ki(I ⊕ (≫ 1))(≫ 3)ki+2 if m = 3,

c⊕ (zj)i ⊕ ki(I ⊕ (≫ 1))(≫ 3)ki+3 ⊕ ki+1 if m = 4,

for 0 ≤ i < T −m, where T is number of rounds and the first mn round key
bits equal the master key [5]. The key expansion is represented in Figure 5
for the key word size 4.

Figure 5: Key expansion for the Simon block cipher with word size four.

11
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5 Algebraic cryptanalysis

In algebraic cryptanalysis the cipher is represented as a multivariate poly-
nomial system of equations. Breaking the cipher then comes down to the
task of solving the equation system over a finite field, usually the field (F2)
[19, 17]. This technique is called algebraic attacks, a number of different
algebraic attacks are presented by Kreuzer in [17].

5.1 Algebraic attacks using SAT-solvers

A technique of solving the polynomial equation system over F2 is to con-
vert the polynomials to conjunctive normal form (CNF) by using AND (∧),
OR (∨) and NOT (¬) operators. The CNF system can then be solved in a
Boolean Satisfiability Problem solver (SAT-solver) that finds one (if there
exists one) of a number of different possible solutions that satisfies the CNF
system. Before elaborating further some basic definitions of Boolean algebra
is introduced. Firstly 2-valued Boolean algebra is built up on a set of truth
values 0, 1 and logical operators AND, OR and NOT. Secondly, a Boolean
function can be represented either as a sum of minterms or a product of
maxterms. A minterm is a special product of variables or negations of vari-
ables, in which each input variable appears exactly once.

Example
A three variable function f(x, y, z) has 23 minterms:
¬x ∧ ¬y ∧ ¬z ¬x ∧ ¬y ∧ z ¬x ∧ y ∧ ¬z ¬x ∧ y ∧ z
x ∧ ¬y ∧ ¬z x ∧ ¬y ∧ z x ∧ y ∧ ¬z x ∧ y ∧ z

A maxterm is a sum of literals, in which each input variable appears exactly
once.

Example
A three variable function f(x, y, z) has 23 maxterms:
¬x ∨ ¬y ∨ ¬z ¬x ∨ ¬y ∨ z ¬x ∨ y ∨ ¬z ¬x ∨ y ∨ z
x ∨ ¬y ∨ ¬z x ∨ ¬y ∨ z x ∨ y ∨ ¬z x ∨ y ∨ z

Thirdly, Karnaugh maps can be used to simplify Boolean expression into
a minimal sum of products.

Example
A two variable function f(x, y) has 22 minterms which are rearranged to
create a Karnaugh map:

12



5 ALGEBRAIC CRYPTANALYSIS 5.1 Algebraic attacks using SAT-solvers

Figure 6: The left hand side represents the minterms where ’ is the negation
of the variable. The right hand side is the Karnaugh map.

5.1.1 Satisfiability Problems and Conjunctive Normal Form

The basic idea of satisfiability is to try all possible assignments for variables
in a sentence and see if there exists one that make the sentence true. SAT-
problems are written in CNF formulas e.g. (¬A ∧ (B ∨ C)) where ¬A and
(B ∨ C) are clauses. A clause is a disjunction of literals, which in turn is a
variable (A, B, C) or the negation of a variable (¬A). The operators used
are AND, OR and NOT. Each clause represents a requirement that must be
satisfied, which it can be in different ways. All sentences in propositional
logic (mathematical logic which determines if a proposition is true or false)
can be converted to CNF.

Example
Starting with the statement

(A ∨B)→ (C → D) (13)

in propositional logic, the arrows are eliminated giving an expression with
operators AND, OR and NOT,

¬(A ∨B) ∨ (¬C ∨D). (14)

Equation (14) is then converted to

(¬A ∧ ¬B) ∨ (¬C ∨D) (15)

by using de Morgan’s Laws to drive in negations. The last step is to dis-
tribute OR over AND in equation (15) which gives

(¬A ∨ ¬C ∨D) ∧ (¬B ∨ ¬C ∨D). (16)

13



5 ALGEBRAIC CRYPTANALYSIS 5.1 Algebraic attacks using SAT-solvers

Note that even though the sentence can be converted to CNF a naive con-
version (i.e. use De Morgan’s law and the distributive property) may grow
exponentially. However there are linear conversions such as Tseitin-style
transformation. Tseitin-style conversion introduces new variables which are
used to form sub-expressions, for more details see [23] pages 77-78. Also,
CNF formulas can be simplified by recognising that: an empty clause is false
since there are no options to satisfy; sentences with no clauses are true since
they have no requirements; a sentence with an empty clause is false [21].

5.1.2 SAT-solvers

SAT-solvers give a solution that satisfies a given CNF system, making all
sentences true. Conceptually, it goes through possible assignments for the
literals by stepping down a search tree. At each node the tree has two
branches, one where the literal is given the value true and one where it is
given the value false. By trying out the assigned value one can make simpli-
fications to the sentences and step further down the tree. When all literals
have been assigned the sentences can be evaluated. If they are not satisfied
one has to step up the tree and choose another branch. This continues until
the right assignments are found. The point of a SAT-solver is to go through
possible assignments in the most efficient way. This means being able to
determine which branches can be cut off to avoid an exhaustive search. One
can speed up the algorithm by simplifying the CNF system and by making
smart guesses. A smart guess is for example using the MOMS heuristic
approach: Maximum number of Occurrences, Minimum Sized clauses. Here
you choose highly constrained variables so that if the guess fails, it fails early.
SAT problems (i.e. the CNF system) are also denoted as k-SAT problems,
where k is maximum number of literals in each disjunction. The computa-
tional complexity of SAT problems is NP-complete (NP stands for nondeter-
ministic polynomial time) if k > 2 and of polynomial time if k = 2 [21]. The
fact that SAT problems with a k > 2 are NP-complete means that the worst
case algorithms are of exponential complexity. There are many different al-
gorithms, e.g. SAT-solvers, such as the Davis–Putnam–Logemann–Loveland
algorithm (DPLL) algorithm, Conflict-Driven Clause Learning algorithm
based on DPLL [31] and stochastic local search algorithms [16]. This pa-
per only considers DPLL, namely the SAT-solver CryptoMiniSat since this
solver is tuned to solve cryptographic problems and in contrast to other
solvers handles the XOR operator. Furthermore, studies related to alge-
braic attacks have shown that this solver is as fast or faster than other
SAT-solvers for cryptographic problems[27, 10, 18, 15].

14
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5.1.3 CryptoMiniSat 2

CryptoMiniSat2 is a SAT-solver based on MiniSat, the main difference is
that CryptoMiniSat2 handles XOR clauses. In cryptography many build-
ing blocks results in equations with XORs. The XOR constraints will grow
exponentially in size when converted to CNF since the Karnaugh table con-
tains 2len−1 minterms, where len represents the number of variables. This
means that 2len−1 clauses are needed to describe the system in CNF. MiniSat
handled this problem by cutting up the XOR functions into functions with
manageable variable sizes, each cut is assigned to an additional variable.
The total function is represented as a XOR function of these new variables.
This will limit the SAT-solver since it now has to watch many clauses for
variable changes. In [27] Soos et al. show that MiniSATs solution time
is halved and the memory usage is decreased by including native support
for XOR operations. Beside basing its features on MiniSat, cryptoMiniSat2
have taken features from both PrecoSat version 236 and Glucose. The main
process of the solver is shown in Figure 7, where the following steps are
executed [26]:

1. Parse CNF file into clause database.

2. Run Conflict-Driven Clause-Learning DPLL on the clauses.

3. Regularly run simplification passes on the clause-set.

4. Display solution and if not used as a library, exit.

15
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CalculateDefaultPolarities()

performStepsBeforeSolve()

search()

checkFullRestart()

simplifyProblem()

handleSATSolution() handleSATSolution()

Figure 7: Flowchart of cryptoMiniSat, based on [26].

6 Differential cryptanalysis

Differential cryptanalysis is based on the concept that there is a higher than
expected probability for a given differential pair (a plaintext difference and
a ciphertext difference) to occur. For a block cipher with plaintext pair
(X, X ′), the second plaintext X ′ is defines as

X ′ = X ⊕∆X, (17)

where ∆X is the plaintext difference. The resulting ciphertext pair (Y, Y ′)
is given by

Y = Ek(X) (18)

and

Y ′ = Ek(X ′). (19)

The ciphertext difference for outputs Y and Y ′ is defined as

∆Y = Y ⊕ Y ′. (20)

16
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For an ideal block cipher, i.e. a family of random functions the probabil-
ity that a given input difference ∆X results in the output difference ∆Y
is close to 1/2n, where n is the word size. However since practical block
ciphers are non-ideal the differential probability (pD) might be high for cer-
tain (∆X,∆Y ). The pair (∆X,∆Y ) is referred to as a differential. It is
this property of deviating probability that differential cryptanalysis tries to
exploit. Differential cryptanalysis is a chosen plaintext attack which means
that the attacker may choose the inputs X and X ′, knowing that their dif-
ference ∆X results in ∆Y with high probability.

A differential characteristic is a sequence of input and output differences
to r rounds of the block cipher
(∆X0,∆X1,∆X2, · · · ,∆Xr),
where output difference ∆Xi corresponds to the next rounds input difference
∆Xi+1. A differential consists, in general, of several differential character-
istics. It is often hard to identify a differential with high probability, one
approach is to use a branch−and−bound method. The idea behind branch-
and-bound is to calculate the probability of all possible characteristics for
each round of the block cipher. However, the probability for the differential
characteristic in the next rounds is only calculated if the current probability
is high enough, which is dictated by a bound. As long as the probability is
within the bound the calculations continues until the last round is reached.
By assuming independence between the differentials in the different rounds,
a differential characteristic probability is approximated as the multiplied
probabilities down the trail. The probability for a differential pD can be ap-
proximated by summing up the probability for all differential characteristics
that start and ends in the same ∆X and ∆Y as the differential. However,
several characteristics are discarded due to too low probability in a step
down the trail and as a consequence the estimated probability for the dif-
ferential is less than the actual pD [14].

A difference distribution table (DDT) is the tabulated complete data (i.e.
2n, n is the block size) for the non-linear component (for example an S-box)
of a cipher. Each element of the table contains a count which is the number
of times that a given output difference ∆Y occurs given the input difference
∆X, see Table 3. The probability of a differential (∆X, ∆Y ) is counts

2n .

17



6 DIFFERENTIAL CRYPTANALYSIS 6.1 Key recovery attack

Output difference ∆Y
In

p
u

t
d

iff
er

en
ce

∆
X

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 16 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 0 0 0 2 0 0 0 2 0 2 4 0 4 2 0 0
2 0 0 0 2 0 6 2 2 0 2 0 0 0 0 2 0
3 0 0 2 0 2 0 0 0 0 4 2 0 2 0 0 4
4 0 0 0 2 0 0 6 0 0 2 0 4 2 0 0 0
5 0 4 0 0 0 2 2 0 0 0 4 0 2 0 0 2
6 0 0 0 4 0 4 0 0 0 0 0 0 2 2 2 2
7 0 0 2 2 2 0 2 0 0 2 2 0 0 0 0 4
8 0 0 0 0 0 0 2 2 0 0 0 4 0 4 2 2
9 0 2 0 0 2 0 0 4 2 0 2 2 2 0 0 0
A 0 2 2 0 0 0 0 0 6 0 0 2 0 0 4 0
B 0 0 8 0 0 2 0 2 0 0 0 0 0 2 0 2
C 0 2 0 0 2 2 2 0 0 0 0 2 0 6 0 0
D 0 4 0 0 0 0 0 4 2 0 2 0 2 0 2 0
E 0 0 2 4 2 0 0 0 6 0 0 0 0 0 2 0
F 0 2 0 0 6 0 0 0 0 4 0 2 0 0 2 0

Table 3: An example of a Differential Distribution Table (DDT) for an S-
box of size 4. Each row and column sums up to the number of words, 16 in
this example.

Table 3 shows a DDT for differentials in the span 0-F (16 in total). Each
column represents an assigned value to ∆Y = j and each row represents
an assigned value to ∆X = i. The element eij contain the count for input
difference ∆X = i and output difference ∆Y = j. For example, for ∆X = D
and ∆Y = 7 the output difference occurs 4 times, i.e. the count = 4.

6.1 Key recovery attack

To perform a key recovery through differential cryptanalysis on the first
r-rounds of a block cipher, you first need to identify an (r− 1)-round differ-
ential with high probability. For example with a branch-and-bound method.
The next step is to produce a large number of ciphertext pairs (Y , Y ′) for
corresponding plaintext pairs (X, X ′) where X ′ = X ⊕∆X. The simplest
form of key recovery attack on the block cipher aims to recover bits of the
last round key. For every ciphertext pair, decrypt the last round assigning
all possible values to the last round key. A count is kept for each round key
value and every time the decryption return the correct difference ∆Y you
increase the count by one. If the differential has high enough probability
and if the amount of plaintext and ciphertext pairs is high enough, then you
can expect many counts on the correct round key.

18
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7 Previous work

7.1 Algebraic cryptanalysis, using CryptoMiniSat on block
ciphers

In [10] the block cipher PRINTcipher is analyzed. The authors are able to
break a round reduced version of PRINTcipher-48, maximum 8 rounds out
of 48 rounds, of PRINTCipher with both SAT-solver MiniSat and Cryp-
toMiniSat2 with two known plain text pairs. As stated in the paper other
attacks might be much more effective, however the low data complexity (e.g.
only two known plain texts) makes this attack interesting. Time efficiency
is measured as an average running time for 100 trials. In this analysis the
SAT-solver CryptoMiniSat2 is more efficient.
In [15] different hash functions are analyzed with the SAT-solvers Lingeling,
Glucose and CryptoMiniSat2. In the experiments an Intel Core i7 2.67 GHz
computer with 8 GB RAM was used. The different solvers were evaluated
by running 1-round variants of the functions and adding on a round every
time the SAT-solver gave a solution. If no solution could be found before 30
hours the experiment was stopped. Overall, CryptoMiniSat2 had the best
performance.
In [17] different round reduced ciphers are deciphered with SAT-solvers
MiniSat and CryptoMiniSat. The study examines different strategies as
to converting Boolean polynomials into CNF clauses. For CryptoMiniSat
the quadratic partner strategy (QPS) gives the best solution time, a 20%
speed-up. This strategy is used to convert a polynomial of degree two.
Other strategies that are examined are; standard strategy (SS), linear part-
ner strategy (LPS) and double partner strategy (DPS). For more details on
the different strategies see [17].

7.2 Statistical cryptanalysis on SIMON

There are several published papers on statistical cryptanalysis of SIMON,
the results from some of these papers are presented in Table 4. Based on
these results this study will focus on differential cryptanalysis since this
approach looks more promising for an experimental implementation of an
attack (both time wise and with the resources at hand). Moreover, this
section will expand on the two papers [8] and [4]. Note that the paper
on differential cryptanalysis from [30] is not elaborated on though it has
attacked the highest round reduced version of SIMON32 due to the low suc-
cess probability Ps = 0.576.

In [8] an automatic search technique is used to find the so far best reported
differential on SIMON32, SIMON48 and SIMON64. A computed partial
difference distribution table (pDDT) is used to execute a branch-and-bound
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Type of attack Rds Diff. Rds/ pD/ Time Reference
Lin. Rds Bias

Linear 20 13 2−19 259.69 [2]
11 - - - [1]
12 11 2−16 - [3]

Differential 20 13 2−28.11 231 [30]
19 13 2−29.69 - [8]
18 13 2−30.20 246.0 [1]
16 12 2−29.481 226.481 [4]

Impossible-Differential 14 12 - 244.183 [4]
13 - - 230.0 [1]

Table 4: Results from previous work of statistical cryptanalysis of SI-
MON32/64. Rds = number of rounds that are attacked. Diff. Rds =
number of rounds for the differential used in the attack, Lin. Rds = number
of rounds for the linear approximation used in the attack. pD = differ-
ential probability. Bias = the deviation from probability 1/2 of the linear
approximation of the cipher. It is this property of the cipher that linear
cryptanalysis explores (where a high bias is desired). Time = time complex-
ity (measures the efficiency of the attack).

search that produce the best found trails for a certain differential and its
resulting probability pD (denoted pΩ in [8]). A pDDT is an incomplete DDT
that contains a fraction of all differentials that have a probability higher than
a specified bound. For SIMON32, which is of most interest to this paper,
the differential probability adds up to log2pD = −29.69 for 13 rounds. The
key recovery attack involves using a differential of the form (0||a) → (b||c),
adding two rounds on the top and four at the bottom and finding bits of the
four last round keys.
Another key recovery attack is presented in [4] which requires differentials
on the form (a||0) → (b||0). Differentials are found by two different meth-
ods, first a basic difference distribution table (DDT) for the function f (see
Section 4 equation (5)) used in SIMON is produced by exhaustive search of
the best pairs (a, b). The memory required for such a table is O(22n), where
2n is the block size. Thus SIMON32 requires 8GB of memory to exhaus-
tively produce a DDT. Using a 6 round trail consisting of two differential
pairs (see Figure 8), the best probability is Pr(a→ b) · Pr(b→ a) = 2−13.
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Figure 8: 6 round version of SIMON with input differential a||0 and output
differential a||0.

A second method from the same paper [4] use a branch-and-bound
search with restriction to the characteristic probability at each round. The
calculated differential probability for the best differential ((0001||0000) →
(0100||0000)) at 12 rounds then becomes pD(a, b) = 2−29.481. A 16 round
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version of SIMON can be attacked by using a technique that extends the
12-round reduced version of SIMON32 with two rounds on top and two at
the bottom. Figure 9 illustrates a key recovery attack on the last round key.
The attack keeps count of potential key candidates for c

p chosen plaintext

pairs ((PL||PR), (P ′L, P
′
R)), where p is the probability of the differential.

The first step in the attack is to check if the expression

f(CR)⊕ f(C ′R)⊕ CL ⊕ C ′L (21)

equals output difference b (from differential, in this case b = 0100). Here
((CL||CR), (C ′L, C

′
R)) is the corresponding chiphertext pairs to the plaintext

pair. If equation (21) = b, check for each value of kr+2 if

f(f(CR)⊕ CL ⊕ kr+2)⊕ f(f(C ′R)⊕ C ′L ⊕ kr+2)⊕ CR ⊕ C ′R (22)

equals 0 (i.e. the right hand output difference of the differential). If both
criteria are fulfilled, then the count on the key candidate to kr+2 used in
equation 22 is increased. After testing all possible key candidates for all
possible plaintext pairs, the candidate with most count is most likely the
correct round key kr+2.
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Figure 9: Key recovery attack of an r-round reduced version of SIMON,
extended with 2 rounds on the top and bottom respectively. Where ∆1 =
f(CR)⊕ f(C ′R) and ∆2 = f(CL ⊕ C ′L ⊕∆1 ⊕ kr+2).

8 Method and Result

The purpose of this thesis is to compare an algebraic attack with a differen-
tial attack. In order to do so both implementations of the attack need to be
practicable. Which is not the case for versions SIMON48 up to SIMON128
that have too large block and key sizes, resulting in high memory and time
complexity. Hence we only consider SIMON32 in our cryptanalysis. The
analysis is divided into two parts. The first part examines how vulnerable
SIMON32 is to algebraic attacks and the second part its vulnerability to
differential attacks. The complete code for both attacks can be found at the
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GitHub repository Cryptanalysis [6]. All attacks are run on an Intel Core
i7 2.70 GHz processor with 16 GB RAM.

8.1 Part 1: Algebraic cryptanalysis

At the moment there are to our knowledge no published results on alge-
braic attacks on SIMON. However, there are several published papers on
algebraic attacks on lightweight ciphers see Section 5.1.3 and Section 7.1.
An algebraic attack on SIMON is set up and executed based on these pa-
pers. The attack starts with a round reduced version of SIMON32, where a
SAT-solver recovers the round keys when given three plaintext and cipher-
text pairs. Whenever the SAT-solver finds the round keys another round of
SIMON32 is added and a new attack is executed. This is repeated until the
solution time exceeds 240 hours. Here the mathematics software Sage 4.3 1

is used to:

1. Produce input variables in the form of plaintext and ciphertext pairs
by implementing a round reduced version of SIMON32 for a given key
value.

2. Produce clauses for a CNF-system and feed them to the SAT-solver
CryptoMiniSat2. The clauses contain the plaintext and ciphertext
pairs as well as some additional variables. The CNF-system is the
transformed polynomial equation system that describe the whole round
reduced version of SIMON32 as well as the key expansion schedule.

3. Run and analyze the results from CryptoMiniSat2.

Example
The described procedure can be illustrated for a 5-round reduced version
of SIMON32 (see Figure 10). The algebraic attack for 5-rounds will have
the same structure as a general attack on r-rounds. This is not the case
for less than 5-rounds since the key schedule will not be taken into account.
4 rounds or less requires ≤4 round keys which is the amount given by the
master key (m = 4 for SIMON32, see Section 4.2), hence there is no need
for expanding the master key.

1”SageMath is a free open-source mathematics software system licensed under the
GPL. It builds on top of many existing open-source packages: NumPy, SciPy, matplotlib,
Sympy, Maxima, GAP, FLINT, R and many more.”[28]
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Figure 10: 5-round reduced version of SIMON32, where PL, PR = plaintext
left and right hand side, ki = round key and xi−1 = output after one round
(e.g. i = 1, x0 = f(PL)⊕ k1 ⊕ PR, where f is the round function.
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The equation system is described as

x0 = f(PL)⊕ PR ⊕ k1, (23a)

x1 = f(x0)⊕ PL ⊕ k2, (23b)

x2 = f(x1)⊕ x0 ⊕ k3, (23c)

x3 = f(x2)⊕ x1 ⊕ k4, (23d)

CL = f(x3)⊕ x2 ⊕ k5, (23e)

CR = x3, (23f)

k5 = g(k1, k2, k3, k4, D), (23g)

where (PL, PR) and (CL, CR) are the left and right part of the plaintext
and ciphertext respectively (16-bit each), ki is the ith round key and xi−1

is the left part of the output after one round (see Section 4.1 and Figure
10). The right hand side of the last equation (23g) describe the key schedule
(see Section 4.2) where D is a constant equal to c ⊕ (z0)0 = 1 ⊕ (2n − 4)
and n = 16 (i.e. the round key word size) for SIMON32. In this specific
case the constant D equals 0 for all bits except the two least significant bits
which equals 1. Rearranging the equations so that all unknown variables are
on the left hand side and using equation (23f) to substitute the unknown
variable x3 with the known variable CR gives

x0 ⊕ k1 = f(PL)⊕ PR, (24a)

x1 ⊕ f(x0)⊕ k2 = PL, (24b)

x2 ⊕ f(x1)⊕ x0 ⊕ k3 = 0, (24c)

f(x2)⊕ x1 ⊕ k4 = CR, (24d)

x2 ⊕ k5 = f(CR)⊕ CL, (24e)

k5 ⊕ k1 ⊕ k2 ⊕ (k4 ≫ 3)⊕ (k2 ≫ 1)⊕ (k4 ≫ 4) = D. (24f)

The equation system 24 has 8 unknown variables and 6 known variables in
total.

Before being fed to CryptoMiniSat2, the equations are translated to a semi-
CNF format (keeping the XOR operator, see section 5.1) with the clauses in
DIMACS format (e.g.(1, 2, 3)) which is a requirement for CryptoMiniSat2.
Each round produces a new set of equations that need to be translated into
clauses. Each clause have as many indexes as there are variables in the
equation and each index represent one bit of a variable. Note that each new
bit requires a unique index. The script automatically produce and adjust
the number of clauses, depending on how many rounds the user wishes to
try and solve. Building on the example above, here follows an example of
translating the equation system (24) of SIMON32 into the required semi-
CNF format mentioned above (i.e. keeping the XOR operators).
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Each equation is in fact n equations, where n is the bit size of the variables.
An equation containing 16-bit long variables constitutes 16 equations. The
equations with XOR operators do not need to be transformed, since the op-
erator is handled by the chosen SAT-solver CryptoMiniSat2. However the
equations containing AND operators on the left hand side do need to be
converted, in this case all equations containing the round function f on the
left hand side. For example, equation (24b), when writing out the expression
for the round function, equals

x1,i ⊕ x0,i+1&x0,i+8 ⊕ x0,i+2 ⊕ k2,i = PL,i for i = 0, 1, · · · , 15. (25)

The first index represent the variable and the second the bit position. Since
the expression contains an AND operator it is converted into four new equa-
tions. The first equation

x1,i ⊕ vi ⊕ x0,i+2 ⊕ k2,i = PL,i (26)

is the same expression but here (x0,i+1 & x0,i+8) is replaced with a new
variable vi. Replacing the AND operator in vi = (x0,i+1&x0,i+8) with OR
(∨) and NOT (¬) operators give the last three equations,

vi ∨ ¬x0,i+1 ∨ ¬x0,i+8, (27a)

¬vi ∨ x0,i+1, (27b)

¬vi ∨ x0,i+8. (27c)

The equations (in CNF) with XOR operators are fed into CryptoMiniSat2
(here defined as cms) as two variables; the left hand side as a clause in
DIMACS format and the right hand side as a bit value (0 if the right hand
side equals true and 0 if it equals false). For example

(x0,i, k1,i, ) = f(PL,i)⊕ PR,i

is the ith bit equation of (23a) which give the input

cms.add xor clause((x0,i, k1,i), (f(PL,i)⊕ PR,i))

to CryptoMiniSat2. If the equation does not contain an XOR operator
the input to CryptoMiniSat2 looks as follows (taking equation (27a)) as an
example),

cms.add clause((vi,−1 · x0,i+1,−1 · x0,i+8).

As before vi, x0,i+1 and x0,i+8 are the ith bit value for each variable re-
spectively and -1 defines the NOT operator.
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The output from CryptoMiniSat2 is an assigned boolean value to each vari-
able representing a bit which means that the script has to keep track of
which variables are used to indicate a round key bit (16 bits per round key).
The round keys, for all rounds, are recovered by taking out these variables
(representing the round key bits) and assemble each bit value to a 16-bit
long string.

CryptoMiniSat2 is chosen as a SAT-solver for its ability to handle XOR
clauses and its proven efficiency in earlier papers, see Section 7.1. Execution
time is measured by running the SAT-solver 100 times per round reduced
version of SIMON32 and taking out the mean, minimum and maximum
value, the results can bee seen in Table 5.

Rounds Variables Clauses Mean value Max value Min value

5 0.006 0.012 0.003

6 0.190 0.929 0.040

7 213.490 4247.507 7.733

8 - - -

Table 5: Results from CryptoMiniSat2, where Mean, Max and Min value
= running time given in seconds, Variables = number of variables fed to
CryptoMiniSat2 and Clauses = number of clauses fed to CryptoMiniSat2.
For 8 rounds the solution time is larger than 240 hours and the attack was
terminated before giving a result.

The plaintexts and the master key are chosen randomly each of the 100
times and are used to produce (from an implementation of SIMON32) the
corresponding ciphertexts. The reason for using three plaintext and cipher-
text pairs as input is that the output, i.e. the round keys, was inconsistent
when using less than three pairs. This inconsistency was deduced when test-
ing the script. During the test, the script was run several times with the
same known master key, and then the output was compared with the results
of running the master key through the key expansion schedule. The incon-
sistency means that the 100 runs did not produce the same round keys all
the time. However, running the plaintext through SIMON with the wrong
round keys (i.e. the output from the script) did give the right ciphertext
in return. The system is underdetermined and the SAT-solver needs more
equations to produce a unique solution. The problem is solved by increas-
ing the number of plaintexts and ciphertexts which increases the number of
equations in the system.

Test vectors from the NSA paper [5] where SIMON is presented are used to
validate the correctness of the implemented version of SIMON32. When this
implementation has been validated it in turn can validate the correctness of

28



8 METHOD AND RESULT 8.2 Part 2: Differential cryptanalysis

the algebraic attack. It is validated by ensuring that the attack returns the
same round keys that creates the ciphertexts used as input in the attack.

8.2 Part 2: Differential cryptanalysis

Section 7.2 describes two different approaches of differential cryptanalysis
on SIMON from two different papers [4] and [8]. None of which presents
a practical implementation of the attack, instead it is described in theory.
The differential cryptanalysis is based on both papers but with some modi-
fications and can be broken down into three steps:

1. Create a DDT table in polynomial time, using a method from paper
[8].

2. Find a differential with reasonably high probability by using the DDT
table in a branch-and-bound search.

3. Use the differential in a key recovery attack that has the same approach
as [4] but instead of recovering the whole round key the attack recover
bits of it (much like in [8]).

All three steps are implemented in C and step 1 and 2 are written in the
same script.

8.2.1 Motivating method and choice of attack

An implementation of the shortest round reduced version of SIMON (6-
rounds, Pr(a → b) · Pr(b → a) = 2−13, see Figure 8) from [4] gave very
inconsistent results. E.g. several round key values (including the correct
one) had the same count. The implementation is described in Section 7.2
and in Figure 9. After further analysis it was deduced that this result is due
to the fact that an output difference (a||0) which has low Hamming weight
(number of set bits) is being used. The output difference will be effected as
follows by the two rounds that are added during the key recovery attack;

First we rewrite the two criterion of the key recovery attack derived in
Section 7.2 resulting in

∆YL = ∆1 ⊕ CL ⊕ C ′L (28)

and

∆YR = ∆2 ⊕ CR ⊕ C ′R, (29)

where ∆YL is the left output difference and ∆YR is the right output differ-
ence (∆YL||∆YR). Also,

∆1 = f(CR)⊕ f(C ′R) (30)
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and

∆2 = f(f(CR)⊕ CL ⊕ kr+2)⊕ f(f(C ′R)⊕ C ′L ⊕ kr+2). (31)

Given output difference (0100||0000) ∆2, the left part becomes

∆2 = 0000 01 ∗ 0 0000 000∗

in binary, after going through the round function f of the first added round.
The asterisk (*) indicate an unknown bit, which arise when the only set bit
in the left output difference (0100) goes trough the round function. Most
key bits for the round key which is being recovered will not have an impact
on equation (29) which means that there is no need to go trough the whole
key space K = 216 but only the effected n bits, i.e. K = 2n. This is similar
to the second papers [8] strategy, where certain bits from the four last round
keys are recovered. The reduction of key space will reduce the amount of
candidates of round keys that has a high count.

The best found differential from Table 4 with respect to differential proba-
bility and number of rounds is the 13 round differential from [8] with prob-
ability log2pD = −29.69. However, the pD is quite low which implies that
the success probability of finding the correct key bits might be low. To get
a result which is comparable to the algebraic attack we must find a better
differential. So instead of using the differential in [8], the approach is to
create a DDT according to a method in the same paper and from this table
find a new differential with higher probability. In order to create a complete
DDT in practice, SIMON32 is the only considered version of SIMON due
to data memory restrictions. Versions of higher block size would require to
much computer capacity for the scope of this thesis. The aim is to find a
differential for as many rounds as possible with a high enough probability.

8.2.2 Creating a Differential Distribution Table (DDT)

The first part of creating a DDT for SIMON is to produce a differential prob-
ability (DP) for the round function f(). First lets introduce some definition
from [8].

Definition 1 (xdp& with independent inputs). Let α, β and γ be fixed
n-bit XOR differences. The XOR differential probability (DP) of the logical
AND operation (xdp&) is the probability with which α and β propagate to γ
through AND operation, computed over all pairs of n-bit inputs (x, y):

xdp&(α, β → γ) = 2−n· | {(x, y) : ((x⊕ α) ∧ (y ⊕ β))

⊕(x ∧ y) = γ} | .
(32)

30



8 METHOD AND RESULT 8.2 Part 2: Differential cryptanalysis

In Definition 1 the DP is calculated for independent inputs, for our purpose
we need depended inputs in the form y = (x ≪ r). For an input XOR
difference α (described in Section 6 as ∆X) applied to x will, due to the
dependency of x and y, result into an input difference (α≪ r) to y. DP is
redefined as follows:

Definition 2 (xdp& with dependent inputs). For a fixed rotation con-
stant r and n-bit input difference α, the DP of the bitwise AND operation is
defined as

xdp&(α, (α≪ r)→ γ) = 2−n· | {x : ((x ∧ (x≪ r))⊕ ((x⊕ α)

∧((x⊕ α) ≪ r)) = γ} | .
(33)

By using Definition 2, Biryukov et al. creates a method to calculate the
probability xdp&(α, (α ≪ r) → γ) (33) in linear time O(n). To create
the DDT for SIMON32 the probability for all possible input differences a
(216 in total, i.e. n = 16 for block size 2n ) that results in all possible
output differences b when put through the round function f() needs to be
calculated. Equation

f(x) = (x≪ 1) & (x≪ 8⊕ x≪ 2) (34)

describes how a depend on b, for more detail see Section 4.1. The probability
function P for equation (34)

P (f(x)⊕ f(x⊕ a) = b), (35)

is given as

P ((x≪ 1) ∧ (x≪ 8)⊕ (x≪ 2)⊕ ((x⊕ a) ≪ 1)

∧((x⊕ a) ≪ 8)⊕ ((x⊕ a) ≪ 2) = b)
(36)

and can be related to Definition 2 by rewriting it. First cross out the two
(x ≪ 2) terms and make the variable substitutions [y = x ≪ 1, a′ = a ≪
1], which gives

P (y ∧ (y ≪ 7)⊕ (y ⊕ a′) ∧ ((y ⊕ a′) ≪ 7)⊕ (a′ ≪ 1) = b). (37)

XOR equation (37) with (a′ ≪ 1) gives

P (y ∧ (y ≪ 7)⊕ (y ⊕ a′) ∧ ((y ⊕ a′) ≪ 7) = b⊕ (a′ ≪ 1)). (38)

The expression is now on the same form as Definition 2

xdp&(a′, (a′ ≪ 7)→ b⊕ (a′ ≪ 1)), (39)
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where a′ and (b⊕ (a′ ≪ 1)) are the same as variable α and γ respectively.
This means that DP for the round function in SIMON can be calculated
according to the method in [8]. The basic idea with the method is that
computing the probability xdp& is equivalent to counting the number of
values of x that satisfy the differential (α, (α≪ r)→ γ).

By bitwise grouping the input and output differences into 3-tuples

(α0, αn−r, γ0), (αr, α0, γr), (α2r, αr, γ2r), · · · , (αn−r, α(t−1)r, γn−r)

according to a cycle C = 0, r, 2r, · · · , n− r of length t, one can check which
bit values assigned to x (corresponding to αn−r, α(t−1)r) that satisfy the 3-
tuples. Here n is the bit size of α and γ and r is the length α is cyclically
rotated. The possible bit assignments for x is 0 or 1. Hence for each 3-tuple
(αi, αi ≪ r, γi) there are 4 2-tuples of x in the form (x1, x2) that represent
the possible x bit values: (0, 0), (0, 1), (1, 0), (1, 1). Where x1 connected with
αi and x2 with αi ≪ r, which gives

(x0, xn−r), (xr, x0), (x2r, xr), · · · , (xn−r, x(t−1)r).

These 2-tuples of x are represented as nodes in a graph, 4n nodes in total if
the word length of γ is n. If two consecutive nodes, say (x0, xn−r), (xr, x0),
satisfy their corresponding 3-tuple and they have the same value of x0, then
they form an edge. A path is formed by stepping through the first node
(x0, xn−r) in the cycle (via the edges between the nodes) until you reach the
last node (xn−r, xn−2r). The path is valid if the both nodes (start and end
node) have the same value for xn−2r. Counting the number of valid paths
N in the graph gives the differential probability

xdp&(α, (α≪ r)→ γ) = N/2n, (40)

which value is assigned to the element (input difference = α, output differ-
ence = γ) in the DDT.

Example
For input difference α = 00110, output difference γ = 00000 and r = 2, with
word size n = 5 a graph is drawn according to Figure 11. At the beginning
and end of each edge there are 4 possible node values: (0, 0), (0, 1), (1, 0), (1, 1).
To draw an edge the first nodes first value has to match the consecutive
nodes second value, e.g. (0, 0) can only be matched with (0, 0) or (1, 0).
Also, only active node values are considered when drawing the edges, it is
active if the values satisfy the 3-tuple. E.g. if the 3-tuple = (α0, α0 ≪ 2, γ0),

γ0 = x0 ∧ (x0 ≪ 2)⊕ (x0 ⊕ α0) ∧ ((x0 ≪ 2)⊕ (α0 ≪ 2)), (41)
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which gives γ0 = 0 for α = 00110. Replacing the x values on the right hand
side with the corresponding 2-tuple gives

x0 ∧ x3 ⊕ (x0 ⊕ α0) ∧ (x3 ⊕ (α0 ≪ 2)) = γ0. (42)

Equation (42) is satisfied for all node values. However node (x2, x0) is only
satisfied for values {(0, 0) (1, 0)}, hence an edge from (x0, x3) can only be
drawn to those two nodes (see Figure 11).
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Figure 11: Directed acyclic graph for xdp&(α, (α≪ r)→ γ), with cycle of
length 5. The cyclic shift r = 2, word length n = 5, α = 00110, γ = 00000
(in binary) and tuple index 0 ≤ s ≤ n− 1.

Faded nodes in Figure 11 are nodes that do not satisfy equation (42),
fully drawn lines are valid paths where the start and end nodes have match-
ing values and dotted lines are non-valid paths (i.e. start and end node
values do not match). Summing up all valid paths

N =
4∑

n=1

[n00, n01, n10, n11] = 4, (43)

give the final path count N , where nij stand for node value (i, j). Which
give pD = 4

25
.

8.2.3 Finding a differential with branch-and-bound method

To find a differential with high probability from the DDT table in a more
efficient way than an exhaustive search, we use a branch-and-bound method.

33



8 METHOD AND RESULT 8.2 Part 2: Differential cryptanalysis

The method computes differential probabilities of high enough probability
according to predefined bounds. The method creates a tree where the start
node is the input difference of the differential. Stepping down the tree the
upper node represents the input difference to the round function of SIMON
and the bottom nodes the possible output differences (for SIMON32 there
are 216). For each level of the tree we look up the probability for the resulting
output in the DDT. The differential probability for a round reduced version
of SIMON is obtained by multiplying all probabilities in a branch and then
sum up all branches at the same level that return the same ciphertext. The
reduced version of SIMON has the same amount of rounds as the current
level in the tree. The aim is to get as far down the tree as possible to get
a high round reduced version of SIMON but at the same time have a high
enough differential probability to get a successful key recovery attack. To
make the search for such differential probabilities more efficient we set up
certain criteria:

1. The probability from the DDT has to be higher than a certain value.

2. The output differential has to have a Hamming weight ≤ 2.

3. The differential probability of a branch has to be higher than a certain
value.

The process cut off parts of the search three if these criteria are not satisfied
which speed up the search. As a consequence the computed differential prob-
ability is less than the true differential probability. To clarify this method
we make a simplified example with a three level tree with input and output
differentials of word size 1.

Example
In this example there are two criteria:

1. The probability from the DDT has to be higher than 0.4.

2. The differential probability, i.e. the multiplied value of all probabilities
down a branch, has to be higher than 0.1.

Starting with input difference 0 the two possible outcomes after going through
a round function f is 0 or 1 with probability 0.5 for both. Since both
branches fulfill criteria 1 and 2 we continue down both branches. In the
second level the input difference is 0 on the right hand branch and 1 on
the left hand branch. In the branch with input difference 0 criterion 1 and
2 are not fulfilled when the output difference equals 1, the same goes for
the other branch with input difference 1.These branches are cut off which
is illustrated as dashed lines in Figure 12. In the third level, the branch to
the left in the figure with output difference 1 is invalid since the differential
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probability equals 0.09 which does not fulfill criteria 2. This leaves three
output differences which fulfill both criteria, marked red in Figure 12. By
summing up the differential probability of all branches that end in the same
value either 1 or 0 we get the total differential probability:

� pD = 0.657 for differential (0, 0).

� pD = 0.198 for differential (0, 1).

0

0 1

0 10 1

        0                1         0                1        0                1         0                1

p = 0.5 p = 0.5

p = 0.9 p = 0.1

p = 0.8

p = 0.99

p = 0.6 p = 0.4

p = 0.01

p = 0.2

Figure 12: A three level search tree for input and output difference of word
size one, with possible values 0 or 1.

Algorithm 1 describe the branch-and-bound method used to calculate
pD for SIMON32. It uses the DDT described in Section 8.2.2 to look up the
probability that input difference α gives output difference β.

With the stated criteria the best found differential candidate to be used
in a key recovery attack is (0001||0000, 0104||0000) with log2pD = −27.87
for 9 rounds. The result is validated by counting the number of ciphertext
pairs that give the right output difference for 100 randomly generated keys.
The result gave log2pD = −24.37, i.e. 207 ciphertext pairs result in the
right output. The probability is higher than the probability calculated in
Algorithm 1 which is expected since the branch-and-bound method cuts out
branches of the search tree. Note that if we were to use a differential for
more rounds such as (in Table 4) it is not very likely that the key recovery
attack would succeed since the pD is low.
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Algorithm 1 Implementation of branch-and-bound method where
limits[depth] holds the threshold value for each depth of the tree (32 in
total), pos[depth] indicates the position in the tree, prob[depth] holds the
probability of the current position (on every level of the tree), best[depth]
holds the best differential probabilities for every depth and depth holds the
current depth in tree.

1: while pos[0] == 0 do . Calculate differential probability.
2: if pos[depth] == 232 then . If all subtrees are tested, move

one step up in the tree.
3: for depth ≤ i ≤ 34 do
4: pos[i]← 0
5: end for
6: depth← depth− 1
7: pos[depth]← pos[depth] + 1
8: else . Compute the prob. of the current node.
9: prob[depth]← prob[depth− 1] ·DDT [pos[depth]]

10: if prob[depth] < limits[depth] then . Cut off tree if probabil-
ity is too low.

11: pos[depth]← pos[depth] + 1
12: end if
13: if prob[depth] ≥ best[depth] then . Check if the current prob.

is the best so far. In that
case update the record
of best found differentials
and the threshold value for
the current depth.

14: best[depth]← prob[depth]
15: limits[depth]← Scaling constant · best[depth]
16: end if
17: depth← depth+ 1 . Move down the tree.
18: end if
19: end while

36



8 METHOD AND RESULT 8.2 Part 2: Differential cryptanalysis

8.2.4 Key recovery

We attack 13 rounds of SIMON32 by adding 2 round on the top and 2 on the
bottom of the 9 round differential (0001||0000, 0104||0000). We use same
technique as [4], see Section 7.2 but in addition we take into account that
only certain key bits will have an effect on the encryption. Hence we only
need to recover the active bits of the key. This is due to the fact that the
output difference of the differential is of Hamming weight two, (0104||0000).

0000 0001 0000 0100 0000 0000 0000 0000

F

F

kr+1

kr+2

CL, CL' CR, CR'

     u, u'

0000 0**0 0001 *00*

Figure 13: Key recovery attack with differential (0001||0000, 0104||0000).
Here only the two last added rounds are shown to highlight how the bits are
effected by the round function f in SIMON.

The attack goes through the whole word space 232 and adds on 0001 to
the plaintext PL||PR,

P ′L = PL + 0001 (44)

and

P ′R = PR + (f(PL)⊕ f(PL + 0001)) (45)

to generate a plaintext pair (PL||PR, P
′
L||P ′R). After two rounds we end up

with the desired input differential (0001||0000), see Figure 9. We know that
there is at least a 2−24.37 likelihood that this input differential will generate
the output differential (0104||0000). This relatively high probability is ex-
ploited during the key recovery attack. We check two criteria to see that we
have the right output differential and then we check a third criteria where we
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go through all possible candidates for the last round key bits. For each iter-
ation where the third criteria is fulfilled we add a count to the corresponding
round key candidate. When all possible plaintexts have been generated we
check to see which round key has the highest count. This candidate is most
likely the correct round key and hence the attack has succeeded. Going back
to Figure 13 the first criteria is formulated as

CR ⊕ C ′R = 0000 0 ∗ ∗0 0001 ∗ 00∗, (46)

where ∗ represents an unknown bit, i.e. the two bits of value 1 in 0000
0001 0000 0100 that is affected by round function f . CR and C ′R are the
right-hand side ciphertexts. If this criteria is fulfilled we move on to check
the second criteria

CL ⊕ f(CR)⊕ C ′L ⊕ f(C ′R) = 0000 0001 0000 0100, (47)

where CL ⊕ f(CR) represents u and C ′L ⊕ f(C ′R) u′ in Figure 13. The third
step is to check if

CR ⊕ C ′R ⊕ f(f(CR)⊕ CL ⊕K)⊕ f(f(C ′R)⊕ C ′L ⊕K) = 0000 0000 0000 0000,
(48)

is fulfilled. Here K is the round key candidate (kr+2 in Figure 13). There
are only a few key bits that will have an impact on the result of Equation
48, hence we only need to check these bits. This result in four equations
with components of bit size one. The equations we have to check are those
connected to bit position 0,3,9,10 which are the unknown bits in
0000 0 ∗ ∗0 0001 ∗ 00∗. Before writing out the corresponding equations we
rewrite 48 by setting CR ⊕ C ′R to c1 and f(CR)⊕ CL to c2, which gives

c1 ⊕ f(c2 ⊕K)⊕ f(c2 ⊕K ⊕ 0104) = 0000. (49)

Note that equation (49) is written in hexadecimal compared to equations
(46-48) as to highlight different aspects. After simplifying equation (49) we
get the four bitwise equations

(c1)0 ⊕ (c2)15 ⊕K15 = 0, (50a)

(c1)3 ⊕ (c2)11 ⊕K11 = 0, (50b)

(c1)9 ⊕ (c2)1 ⊕K1 = 0, (50c)

(c1)10 ⊕ (c2)9 ⊕K9 ⊕ 1 = 0, (50d)

which means that we only need to check four possible key bits 15,11,1 and
9. In the iteration, each time a round key fulfill equation system (50) it
is considered to be a possible candidate and the count for that round key
is increased by one. After iterating through all possible plaintext pairs the
attack is validated by comparing the candidates with highest count to the
correct round key generated by the key expansion algorithm for Simon32.
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9 Discussion and future work

When comparing the algebraic and differential attack it is important to keep
in mind that the algebraic attack recovers all round keys for the the round
reduced version of SIMON32 whilst the differential attack only recovers the
last round key. With that said, the results in the previous section indicate
that differential cryptanalysis is a better choice of method than algebraic
cryptanalysis. It takes shorter time and can break more rounds. Both at-
tacks could be improved by using a computer with better capacity and by
prolonging the attack.

The algebraic attack was terminated during the 8 round key recovery attack
and since it is hard to determine the complexity of this attack it is also hard
to predict how much longer the attack would have to run in order to suc-
ceed. Due to the limited time of the master thesis we did not have time to
try out different configurations when feeding in clauses to CryptoMiniSat.
The way a SAT-solver is constructed means that switching the order of the
clauses changes the solution time. Also, we did not have time to consider
other solvers for the algebraic attack such as other SAT-solvers or using a
SMT-solver. This is something that should be investigated in the future to
get a more comprehensible picture of the algebraic attack.

The differential attack required us to first identify a differential. It is this
search that takes the longest time and by letting the script run longer we
could most probably have identified an even better differential. Better refers
to either a differential with higher pD, a differential for more rounds or both.
During the search we noticed that there was some similarities in the differen-
tial probability between different input differentials. It would be interesting
to analyze this further and look into whether this behavior is due to the fact
that we only look at input differentials of low Hamming weight. The fact
that we use a restriction on the Hamming weight means that the complexity
of identifying the active key bits is reduced.
By adding more rounds in the beginning and end of the reduced version of
SIMON the attack could have broken more than 13 rounds. In that case
more round keys would have been involved and the equation system corre-
sponding to (50) would have been more complex. Due to time restrictions
this was not carried out in this master thesis but it would not require that
much more effort from the attacker since it is just an expansion of the ex-
isting implemented attack. The first step would be to set up the equation
system and the second step would be to identify the active bits for each
round key.

This master thesis had the aim to analyze the efficiency of generic alge-
braic attacks. The fact that the algebraic attack could not break more than
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7 rounds for SIMON32 indicates that it unlikely to be successful on a more
complex cipher. Which in turn indicates that this algebraic attack could
serve as a general benchmark for other algebraic attacks. However there is
still a need for further analysis since the scope of the analysis was limited,
e.g. it was implemented on an Intel Core i7 2.70 GHz processor with 16 GB
RAM and we did not use different solvers.

10 Conclusion

In this master thesis we have made a practical comparison between two
cryptanalyzing techniques, algebraic and differential cryptanalysis, on the
new lightweight block cipher SIMON. By implementing a key recovery at-
tack for each technique we were able to compare and evaluate the two. The
cryptanalysis are based on plaintext attacks and to enable a practical imple-
mentation of the two attacks we limited our analysis to SIMON32. For the
algebraic attacks we were able to recover all round keys for a round reduced
version of SIMON32 with 7 rounds. The attack was implemented with the
SAT-solver CryptoMiniSat2 and the mean time for running the attack was
213 seconds. The shortest and longest run took 8 seconds and 4247 seconds
respectively. We tried to attack an 8 round version of SIMON32 but the
attack was aborted after having run for 10 days.
For the differential cryptanalysis we first created a DDT and identified the
differential (0001||0000, 0104||0000) with log2pD = −27.87 for 9 rounds. The
key recovery attack was made on a 13 round reduced version of SIMON32
after adding 2 rounds on the bottom and top of a 9 round reduced version
of SIMON32. Hence we could show that the differential attack could break
more rounds than the algebraic attack. However it is important to note that
the algebraic attack recovered all round keys whilst the differential attack
only recovers some of the round keys. Differential cryptanalysis seems to be
much stronger than the algebraic cryptanalysis. With a stronger computer,
longer search for a differential and more rounds added on both the top and
bottom of the cipher, this key recovery attack could break more than the 13
rounds quite easily.
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